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Northern California Contest Club

Excellence In Amateur Radio Contesting
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NCJ NA CW Sprint Recognition

The September 2012 CW Sprint results are in. Congr at
performance!

f NCCC #1 won the team competition. l'tds the first t

1 NCCC #1 had 128,339 points, and the next cl osest t
117,195 points. This i s a substanti al mar gin in aft

T NCCC member Trey N5KO won the entire contest. It 6s

as he also won NAQP CW in August.
f NCCC was the only c¢club to submit 3 teams.

T 15 of our 22 team members scored more than 10, 000
stone.

Thanks to Bob W6RGG for organizing our NCCC teams.
pants in the CW Sprint who joined an NCCC team:

f NCCC HNBEKO ( @W6 NL) , N6 RO, K6 XX, N6 X1 , W6YX (N7MH o
AJ6V, K6 SRZ

T NCCC KZGK (@W6JZH), W6 RGG, N3ZZ, N6 ZFO, KZz2V ( @W6
W6 CT, K6 CSL

1T NCCC KBBYVA, NQ6N, WBNF
Upcoming Calendar

California OxrSQ bPeari bg tlo6bzer 7 227Z
http://cqgp.org/ Rul es. ht ml

NA SprinOcROD¥rid4lzd 0Z
http://ncjweb.com/sprintrules.php

CQWW DX ©6Boberi Qc7t ocObzer 28 24Z
http:// cgww.com/rules. php

VP/ CC Report
Dean Wood, N6 DE
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Tom W61 XP SK

It is with great sadness to report the pasHsei ng o
went way to fast and he wil/l be missed greatly b
communi ty.

Native Village Kids shown LeftLeafot RigghRi ght: Tom W6I XP, Pa
|l sacc, (BossWMoses, shownklyn, and Nanred.e Vill age Bafr ri Kmbed
Tom, W6I XP operating at the mic headsdgtPhotograph by Dwayn

Tom was a member of the NCCC (Northern Californi
testing from his hilHet opvetdh aitn e@Gdasng ©Hal ltdyy. Vi s
cially hanging out at the hospitality suites, sw
Prior to Grass Valley, Tom use to |live in the gr

him on the Coastside in 1995.

In 1996 Tom and | attended the Visalia DXconvent
(I'sland on the air) and sever al mont hs | ater, we
| anndOTA-IMAI off the coast of VeNetxutr el o(ns oduitdh ear nl OCTal
to Al adbkd8 KaAayak I sland. In 1998 Tom and | put on

-150 Little Diomede I sland in the Bering Straight
the same expedition we act2V@tadnewendgwer shaad 4d
| anldn 2000, we went back to Al aska to acNA2viadt e t
Stuart | s l-2aln5d GhnadmiNsAS@® el sd:amdww. barrybettman. com/ nal!

Il n the past few years, Tom shifted some of his I
Tom was an explorer and software chip engineer.
and an amaPzlienags el ihfeel.p me honor Tom W6I XP.

73,
Barry K6ST
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California QSO Party

CQP & improving your operating skills

NCCC Quick! Mark the weekend of October 6" and 7" on your

calendar and start planning for a weekend of radio fun! The first
full weekend of October marks the annual running of the
California QS0 Party (COF) — the most fun you can have with a radio if you live in the Golden
State! This year marks the 46™ running of CQP sponsored by the Northern California Contest
Club.

Why contest? From an operating point of view, most aspects of Ham Radio from Public Service,
chasing DX to working contests have one thing in common — accurate and timely copying of
information often under stress.

Entering a contest either casually to give some points or as a serious effort, is a great exercise in
operating “under fire".

The first full weekend of October (October 6" & 7™ this year) sees the annual running of the

California QS0 Party — a great opportunity for stations in California because everyone else HAS
TO WORK US!

We are the DX!

Whether you're a “Big gun” or “Little pistol”, CQP is a great opportunity for you to be on the
receiving end of a pileup or to search and pounce for other states and countries. You can easily
Work All States in a single weekend especially with everyone looking for you. And there's DX to
be worked: it's possible to work all continents during CQP.

For California stations the object of the contest is to work as many stations as possible on 55B
and CW. You can work the same station on each band and each mode for score credit. Every
US state and Canadian province you work counts as a multiplier — 58 total for us just like the
number of counties in California.

Want to be on the end of a really big pile up? Plan a County Expedition to one of the rarer
California counties—-the rest of the world will beat a path to You. Check out the counties
activation planning map on the COP web site at www.cqp.org - you may be surprised that some
of the rarest counties often lie on your doorstep.

Low Power, High Power? CW or 5587 CQP is a fun contest for all.

Page 5



CQP is sponsored by the Northern California Contest Club, and led by a group of dedicated,
experienced team members. NCCC volunteers help with PR, planning county expeditions and
processing all the logs to score the contest.

CQP continues to see healthy growth in
submitted logs. In 2011 we had almost
1000 logs submitted! CQP rivals many
national and international contests in
participation and awards. Our goal is to
break the 1000 log level in 2012.

1000 4
900
800 1
700
600 1
500
400
300 ¢
200
100 ¢

Every station that submits a log is eligible
for an achievement certificate and there
are several operating categories where
the leader receives a special CQP plaque
for proud display on the shack wall. Of
course, since we are in California, the top
20 scores submitted in California and
0utsude California qualify for a special award — a bottle of NCCC Private Reserve Wine with
personalized label. The wine is graciously donated by Twisted Oak Winery and is a limited
production Tempranillo crafted by wine maker and NCCC member Jeff Stai, WK6I.

%9 0 01 02 3 4 05 06 07 08 09 10 11

Three categories are designed to encourage operation in contests:

e YLaward
* Youth (< 18) award
* (California New Contester

So if you’ve never entered a contest or have only dabbled in the past, this award category is for
you!

{ -3
]

WORKED ALL CALIFORNIA. | If you work all 58 counties, you qualify for the “Worked All
COUNTIES AWARD California Counties Award” sponsored by NCCC.

You can find the full rules and award details on the CQP web site
| SEESSEEET | at hittp://www.cqp.org.

Part time or full, home operator or an expedition to a new county,
CQP is a blast!

= {f- We hope you will join us this year and have a lot of Fun!

e v
-

A E : oy | Stu Phillips — K6TU, NCCC President
Alan Eshleman, K6SRZ, CQP CHair
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SAFE WI FI COMPUTI NG

By Bill , W6 OAV
I ntroducti on
After | fini skhiedComyp uitSanfged Wial k at our <club meeting {Denve
tendees asked if | would document the talk. Soéhere goes.

UsingiWi both at -FRomboasegdoits Whotels, airports, coffee sho
tunat eHiy,eX\Wioses users to identity theft and capwayefooabm

pletely protect oneds self. This document providefiiBlerme
tems work, how to conFigsysefemsnahndr hw meoWoperate secur el
Fi systems.

So, why wor-Fiy sbouti Wy? Well, not only dokis héaocekilmg eirmfedr m

are many books out on this subject.

“Even the greatest wireles: h pcker < hod to start somewhere.
ve greatest wireless hackers ad to star

t o - € e s A e
I su qgfﬂpu;a(hen

Hacking

ereless Networks

by Jaif Moss
& CEO, Black Hat, Inc.

WarDriving

Drive, Detect, Defend

Find and fix network
loopholes before
invaders exploit them

A Reference
for the,

Rest of Us!

FREE eTips at dummies.com

Kevin Beaver, CISSP
Peter T. Davis, CISSP

FigureHacking is so prevalent there i sFeyenSetao2pi Hanc kBianrgn sf oart
will find a monthly h&aCkeTbenmagher @eg8aWhedDriving.

So, what is War Driving? War Driving is a hacker activity
applications and high gai-mhi amdtemmrakss tthptt ¢ anb dmitleecst dNist an
for unseEuredt Works but most al so haveit me tanvoirlkist yast oveh d c k
the War Driving clubs where members ghit hrret wor lbs atgheay oluad t
To give an i dea -Foif hhaocwk irnagmpiesd bwicomi ng, consi der this. Acc
free hacking application called Firesheep has been downl oec¢
this for fun?

This 6 part document will cover the following topics:

PartHdw -MMi systems and security measures function.
PartC@nfiguring and nfoininestrworgk sh ofroer Whest security.

Continued on

Page 7



Publication of the

Northern California TeChnicaI TOpiCé Continued

Contest Club

PartUS8er guide for configuring-FWi hdttppoptsecure operation in V
PartUder guide for configuring -Wi nXéét $pot Secure operation in
PartV&drious ways hotspot hackers can attack your computer.
PartD&éf eating hackers wFthcoh&igolgtbsenure Wi

Definitions

Before we start, we need to define a few acronyms which wil!]|
them or keep this part of this publication handy as you read
Wi-Fiir A | oc al area network that wuses high frequency radio signa
dred feet. Uses Ethernet protocol

SSiiDThe name &f nhkéwdr k.

APiAn access point (AP), wuswually a rout efrfF,i oceqrutirppled asdcads 0 nkse
puter towers i Pads, etc.)

St atiidonwWii equipped device (laptop, iPad, i Phone, etc.) that r
| P AddrAesusni que number which identifies an AP or a station an

SAFE WI FI COMPART NG

By Bill, W6O0OAV
Part 1 of this docuMfenwordles.cri\Wky WbWRidewsntlan?d Wbrodve Wt awdi kg Wb
make it easier to understa-fhd whgtamd haod bhowcoof bgdr athWitsgfodl
(hotel s, ai rports;Fic dhfoftesep osthso pnsu sett cb.e) .c oWisi dered as war zones
wi || be discussed | ater in this document.

A high level dverswitaw @ff oWies s

The discussion below is aFihigéat dpverldooeeg.viletw iod hassedVio-n a s
Fi driVeastfiWdBivers are used there may be some small variat
uing, the reader might want to review the acronym definitions contained in the introduction to this document.

ACCESS POINT (AP) STATION AP Beacons
Beacon

Def i nilbhrea awaiosn & i Wimanagement d
frame which an Access Point
transmits to announce its pl

An AP normally transmits a |
The beacon contains the APOG:
and other communications pr

IDLE WI-FI - AP BEACONS A VFi equi pped station, upon

(or beacons if more than on:¢
, will add the SSID(s) to its fiAvail abl e Net worrkistoh | i s
di

coni )
e Request as i scussed bel ow.

ng
a Prob
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Probe Requests and Probe Responses

Probe Request Def i nPrtdlme R eagnuBersotbse

i— Respormges used by a st

ACCESS~POINT (AP) STATION an AP t o exchan ge comt
Probe Response

parameters.
Authentication Request A station transmits a
an AP when that static
Authentication Response cess to the A P 0s net we
Request contains the /
Association Request the stationbds SSI D anct
——— communication capabili

Association Response

How a station transmits a Probe Request depends upon whett

A station, mamfialgucendmwdé dtt s di s-pil aycoeemnttshd&dNinewly heard b

AAvail able Networkso. When the station user clicks the
out a Probe Request for that networ k.

A station, asaonémguredabodmnbavsng one of the available net
past automatic connection, will automatically send out
connects | ater as this can be a dRinglkotoupotse.cuHadker ss
ture to capture and control stations.

The AP responds with a Probe Response if it has been confi
Probe Response contai rBectulre t AANsS t ®easp ani liintpiceest.ant poi nt wh
be i mplemented. More on this in Part 2 of this document.

Aut hentication Requests and Authentication Responses
Def i nAdtilmeantiiscattheonprocess where the AP veriPriobe &®eduastep

The station responds to the AP6s Probe Response with an Al
based on its and the APO6s capabilities. This includes spee
key, if encryption is enabl ed.

I f the station meets all the AP6s requirements, the AP r ec:c
continue to the next step of the setup process. I f the AP
dresses or SSIDs to gain network acceSsesc,uMNiditee APsac Ut i hyptf e
called MAC Filtering can be i mplemented here. More on thi s

Association Requests and Association Responses

Def i nAdd omiiast itchre process where the AP and the station agr ¢
grants the station full access to its network.

The station now sends an Association Request confirming ¢t}
The AP responds with the Association Response. The APO&s Dt
address to be used (usually that &fectulré t:AP3Neoctuerwiot ywafye & tr warf
DHCP Disable and Static | P Addressing can be implemented F
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Stationbds Beacon Process

I n order to operate securely, one must understadd theentdt
it goes throughctswoamonedep aashad otabne mod e :

Active scWmemotdlee sFatienbdbsrWed on it i mmediately begins
WiFi channel for each network contained in its Prof|le
confi guraendu@afdeomects, displays the network(s) in its fANe
ur edadtoomabhoects, it-Fibeguthemadthiec Wdet up prSoecceusMottd}eescrl
This is an important area where security measures can
this can be a dangerous sEBicuhotypossueHaekersiaséyt hins
control stations.

k

Passive stlafh tmobere are no responses in the adtii whasnnmaed
tening for AP beacons. Any beacons Hreiarsdec rwielnl abse fidAivsap |
workso. The station user then can manually initiate a

Be
On
an

Ha
Al
Wi
t h

n security tips

ften hears that on a home network the AP should be cc
ckers wondét know that it is presen¥i abpsicandbobnsr uece
rs cabr dadPrsatiete Requests that wildl cause most non bea

ome stat iBomsa dRirlslh et Regsmist an the active scan mode
a Probe Response. Di sabling AP broadcasts is a good i

- T o0 o0 @
® S O O

nw - o X
(7]

Stati
stati
ot her
user

Part

ve and pa i
a networ k, i a
t hat network is in the sta on
the switch. Hackers can take ad
I di scuss -propetiwpgrkohbrgmaknm

(0]

continue ac
contact wi t
e net wor k i
be aware of

w

document

ssive scanning whil
if configured for
t

oo
- o 5>
—<

-0 o

- 5 —0o —

> 0O O wm

- — 9 —
o O

C
L
(:
\
L

Nz
o
n

SAFE WI FI C OIMFPARTTT N2G
By Bill, W6OAV

Pa
wa

ument di scussesFiconneftiwgourrki nfgo ra nbde snto nsietcourri

of this doc
the acronym definitions contained in the ir

to review

5 =
— —+

Home network encryption

Webdbve all hmugdd ntfhh ggturvee secur ity eanFcir ynpettiwoonr ko.n Whuart hcoarme hVdip
no, or wealsecWirity? Many of those people have had to def el
downl oading child porn. Many have been robbed of their |[Iif
on The following described the three most common securit.y
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WE P
A weak encryption protocol which should not be used:
Uses a single static always repeating encryption key bet
Due to the static key, can be cracked in 3 minutes with
Securi-tfy yop have equi pment that cannot use any of the f
WEP key (which is why routers generally allow storing
time in all devices on the networ k.
WP A
A much more secure encryption protocol
Uses a dynamically changing encryption key.
Encryption key is different in every packet.
Encryption key is different in each device.
Can create up to 500 trillion combinations.
Extremely difficult for hackers to read messages.
Can be cracked in about 19 minutes with readily avail abl
WP A2

The most secure encryption protocol
Uses the AES (Advanced Encryption Standard) algorithm to

Said to be t-bbeaaxbelted cdaud yt unt he greater degree of randomn
ates.

Configuri ng-Fa HloemewoWik

The following configuration stepsFiwinét woroki de a relativel
Change the APO6s default admi nHadkearnt ork mpaw saviolr dt haen dd &fSd DI |
faults are retained. For exampl e, if the SSID is Links
the hacker now knows how to hack the AP and the networ

Enable WPA2, WPA ori WEPhanhcoygei onUse robust passwords c
case alphas, numbers and speci al characters such as nd#
or plain text phrases.

Enabl e AP6s MAC Adldhriess salHiolwse rtihneg . AP to all ow network ac
l ess MAC Addr egsTshiFsi letfefrEicltiAsutt.henWi cati on setup process

document). Consult your router's documentation for ena
Securi iMoal ot proof as hackers using hacker softwa
dresses.

Di sabl e AP SS|TDhiBsr ohaididceasstt he net work from a casual ipass

Securi taakenrds can use a Broadcast Probe to cause an
scribed in Part 1 of this document.

Di sabl-elod®tdis prevents hackers from fApiggybackingd into

cussed in Parts 3 and 4 of this doHoucment . For tutorial

Program a static |Phiasdpessemes woh&. AP from all owing una

wor k. ( Ef fFeic tAss stohcei aWii on setup process described in Pal

Di sable the AP6s DHCP which prevents the AP from assig

Page 11
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Assign static | P addressésrtoutbeiaéswolGhogtatii®@hatic
Addresses Windows 70 as appropriate.

Program the AP to only allow connections to those stat
cedur e.
Securi tNotal feultl proof as hackers wusing hacker softwal
es.

Enable fomeewathsstation and the AP

Install good anmalvwamue sHbhewambése and the operating sys
the protection software includes protection against RO
PositiontbhkeApP coverage only within the area of interes

Power downdurhiengAPext endad atgiemes of non

Moni tori ngFiyonuert waéir k

As can been seen above, hackers can defeat many of the s
moni tor -FyiouwmretWior k:
I nstall AirSnare (http:// home.comcast.net/ ~jay.deboer/ ai
pected MAC addr eBises
Jireless LAN adapter Wireless Network Connection: net wor k and wi || mo n i
Connection—specific DNS Suffix H
Descriptdon o o i oL TE L : Atheros AR9285 Wireless Network Adapter ques ts . There a I S0 0 t
gaggigalhngress. . : 33—26—36—1-:2—28—36(\ detections applicatio
na Ele « o« « = o« = H es
El‘tﬂcgnfif{mf?tgozdgnabled : gega bc3c:82:6eh?:5203%13(Pref a to protect a network.
in —loca v ress . H e sihcic: -be H 71 rererre . .
[Pvd Address. - - . . - : 192.168.0.29 (Preferred) Periodically open you
ubnet Mask . . . . = 255.255. .a
Lease Obhtained. . . : Friday,. June 18, 2011 18:36:18 AM I ess status page. Che
IﬁegselExgiPes &3 : iggurggyé 11une 11, 2011 11:39:54 AM i zed MAC addresses. |
teu o = 2 .168.0.
DEgguge}.z%};e‘ja? R . %ggséggjgl know t he MA C addresse
D v s e H 4 i
DHCPu6 Client DUID. M et AT EREEE R I PR t | Oons on your network
go to the Command Pro
DNS Servers . . . . . . . 3 192.168.0.1 .
NetBIOS over Tcpip. . . Enabled b y clickin g the Start
typing Aruno
When the command window opens type fAipconfig/allo The N
Addr éesg.ure 1.
Adjust your computer's settings t ategory ¥
sy e ) I f you have Wi ndows 7, check fo
BJ‘.:'—; your network by performing the
t . Appearan
@ Step 1. Click on the Start butt
W i Panel. The screen below appears
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Technical Topic8continued

. ol@|® = = =
@\__"w:‘: < Network and Intemet » Network and Sharing Cente 4| » @\_,"ﬁ‘ » Network » ~[4 e
Control Panel Home View your basic network information and set up connections o Organize v Network and Sharing Center  Add a printer  Add & wireless device - 0 @
Manage wireless networks ~‘ .‘ 0 File sharing is turned off. Some network computers and devices might not be visible. Click to change. X
Change adapter settings BILL-PC Hamradio Internet 8 Downloads B - Coi -
fﬂh;:gjndumedzmnng (This computer) ] Recent Places omputer (4)
your active networks T S P e " R
‘ Hamradio Home‘Gl’n':ap ; A Libraries A k
SRPP Home network Connections: ff ork +| Documents
ection (who 31 Ham k GINNI k VIDEQEDITOR
Change yous networking settings o Music
A Sit b e conacirlon rninoik &= Pictures 4 Media Devices (1)
- :ﬂ:;;m ss, brosdband, disl-up, ad hoc, or VPN connection: or set up a router of B Videos i . ‘\ i
. ARSEE 10 5 DEtWOTk & Homegrou, -
¥ Conmect or reconnect to a wireless, wired, dial-up, or VPN network connection. = # Network Infrastructure (1
1™ Computer
O e o ot s s s g Lol B deccianan
Internet Dptions - obleiie € Network
Windows Firewall -~ Diagnose and repair network problems, or get troubleshooting information.
Step 2. Click AView network status and taskso.
Step 3. Click the house. The stations | ogged onto the ne
Keep in mind that this process is not #dAbullet proofo. A
net wor k.
Be totalliywse®ea@auwveéertual Private Network (VPN)
There is only one virtually hacker
VPN your sensitive data secure, assumi.
ROUTER wiji t h Root kit or a Keylogger (see ni
m Virtual Private Network (VPN).
I . .
st . A VPN is a logical tunnel through
o~ from the inside of the station to
Voo ta is encrypted bef-Brenéetwemk easdi
by the far end after it exits the |
Makes it almost impossible for someone s on_ t he same | ocal network as th
to tap or interfere with data in the VPN ma!(e 't 1 mpossi bl e f or hackers to
tonmel: E} this in Part 6 of this document
VPN SERVER Parts 3 and 4 of t he document wi ||
and Window XP compuRierhso tfsoprots eccpuerrea
Never forg€i hbaspatWi s a fAiwar zoneo and a favorite dAplay
Note 1:
Rootkits are mal ware applications that imbed themselves ir
encrypted into any security applications. They also may gi
control of the station. Rootkits can be installed when a
infected file or application from a hackero6s Web site.
A Keyl ogger is a hidden program designed to record keystrc
mation is then sent to the hacker

Page 13



Publication of the

Northern California TeChnicaI TOpiCé Continued

Contest Club

SAFE WI FI COMPARIT N3G

By Bill, W6OAV
HOTSPOT SECURITY
As mentioned earlieFi ibotthipet doxzmuenemdnsiWdered fiwar zoneso
to attack a usero6s station. Part 3 of this document di scus
|

tion. Part 4 wil di scuss configuring a Windows XP statior

al so pertains to using theski ompeetrvadrikn.g Beypse nedrisn go no rh ohmoew Wi o

your screens may be a bit different than those shown bel oy
ht

system. The reader mig want to review the acronym defini

Configuring and using Windows 7 in hotspots.

When a wuser Bbrdgicmos ntelcg iWin process, Windows 7 gives the us
file. The private profHil eneitswofrokr aunsde tohne ap upbrliivca tfei oiet ewoir &
Using a public profile automatically tightens up the firev
Bef emabling thd&istfotri hrmd s pWit use, the user needs to insur
which disables file sharing and makes t he-Fsit anteitomo rikn v iTshiibsl
preventing hackers from attacking the station.

Al so, the user must disable Automatic Connects -Fio Rrldf iblug
Di sabling Auto Connects prevents the station from automat.i
hacker at a hotspot may be emulating an AP and beaconing &
and Nobl eFi FreecWi Should one of these networks be in the s
station may connect to the bogus network. The user may not

user connects toFia mat wdrkopotapbacker can force the station
network if Automatic ConfAdditssflrrat umet kaéehedi Roalmlméhg, was

ument. Roaming allows a station to automatically connect t
Di sabling File Sharing and making the station invisible.
To configure the public profile to disable file sharing ar

the steps bel ow.

Step 1. On the dédsktepmn a@alnidc k hteh
iOpen Network and Sharing Center
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Step 2. Click on fAiChange Advanc

Controf Panel Home 3 g
View your basic network information and set up connections
Manage wireless networks 1& = 9 See full map
Change adapter setti
DISIMPAY PRI BILL_HP defautt 2 Internet
Change advanced sharng <= (This computer)
iy View your active networks
A g
dafoudt 2 coess type: Internet
Public network Connections: etwork Cornection
defautt)
Change your networking settings
G4 Set up 2 new connection o netwock
™ Set up a wireless, broadband, dial-up, ad hoc. or VPN connection; or set Up a router or access point.
'y Connect to 2 network
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.
o Chosse homegraup and sharing aptions
Access files and printers located on other network computers, or change sharing settings.
R = Troubleshoot problems
meGrou
v Disgnese and repair network problems, or get troubleshooting information.
HP Wireless Assistant
Internet Options
Vindows Firewall

3. Click the APublic Profi

@(D-w« Network and Sharing Center » Advanced sharing settings ~ [ % | Search Contred Pane

Change sharing options for different network profiles

Windows creates a separate network profile for each network you use. You can choose specific options foe

each profile.
Home or Work =
Public (current profile) )
Cancel
Publc (curent profile) &
Network discovery
i SR
vaible to nputers. What
© Torn on network dscovery
@ Turn oM network discovery . . .
Step 4. Click the profile items
File 30d printes sharing ~ R
When e and e s snd s e NfSaveo
be accessed by people on the network.
© Turn on file and prnter tharing
& Tuen off file and printes sharing
Publ folder shanng.

When Public folder sharing s an, peogle on the retwork, induding hormegrowp members, can
s Publc Weat tolders?

o the Public folders
# Tom off Pube folder shri il access these
fobders)

Media stieaming

videos on this computer, T
Choose media stresming options..

Fle shasing connections
Windows 7 uses 128 bit » devices don't
swppoet 128-b encryption and must use 40- or S6-bt encryption.

® U128
® that use 40- oe %

Pavsword peatected sharng
When password protected sharing is on, enly peopie who have & user account and password on this
computer cters Togive
ther peaple access, you st tum off password protected sharing.

® Turn on pussword protected sharing
© Tum off password protected shaning
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The following describes the parameters that are disabled v

Net wor k DiiGGFcFov er y

This parameter prevents the statilomc)f roomd calnlnewitn gngt teo
nect to an AP.

File and Priaftfer Sharing

This parameter prevents users on the internet from acces
Public FiillGFFSharing

This parameter prevents users on the internet from acces
Password Protée©FFEd Sharing

Prevents other users from accessing shared files.

Di sabling Auto Connects
To accesfFitReoWile List and disable the Auto Connects, per
The following screen appeared when the fiiSaved button was ¢c

55 » Control Panel » Network and Intemet » Network and Sharing Centes

Control Panel Hom < : ;
ol Panel Home Vi s basic nework inbaation and st s connections Manage wireless networks that use (Wireless Network Connection|
Marage mirdess nesmons  gfmmmm A = 0 Windows tres to connect to these networks in the order isted below,
Change sdaptes settings i ve defauk 2 Intemet
Change sdvanced shanng (This computer, Add  Adupter properties  Profiletypes  Network and Sharing Center
wattegs
o View your sctive networks
x Access type -
S default 2 e Wt
T rubic et Conmactions: . Wirekess Network Connection
Change your networking settge
% neswork
s, brosdband, disl-up, ad heos, cr VPN commections o vet Up & router of access point
Co Onnect to 3 wireless, wired, dal-up, or VPN network connection.
Access fies and ponters located on cthes netork computers, o change sharing settings.

HomeGre =

e Disgnose and repair network problems, or get troubleshasting mformation.
HP Vel Assistirt
Irtermt Options
Veinddows Fevwal

Step 1. Click on AManage Wireless Networkso to access the
Step 2. To disable the Auto Connect option on a networ Kk, C

dean Wireless Network Properties et S
: =
| | Connecton |security

Name: dean
ssD: dean |
Network type: Access pont

Network availabiity: All users

V| Cornect sutomatically when this network is in range.
|
Connect to a more preferred network if avaliable |
Connect even if the network &s not broadcasting its name (SSID) | |
|

Step 3. Deselect AConnect automatically wh
Repeat steps 2 and 3 for any other network
net workso such as your home networ k).

Enable WLAN connection settings
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Step 4. Go back to the desktop
WEiF i . Cli€k tbhenWand then click
ton for the desired network sh
lworkso |ist. Do not tick the #
.ling t hiesnavillel trhee neFwoPkofnl e&h
auto connect s.

0
C
t

W Information sert v this netwadk might
Be visble o others

Coreect aucrmatcaly “Connect

SecuriiBgegforep connecti AFg ,t ov ea i oyt stphoeF iSV8p rDo wii d ehr tthoe iWisur e t

necting to a valid network. For example, airports and most
Slo e
o) R et bk Focion Step 5 Click fAPublic Networko. Thi
Select a location for the ‘wireless.dclibraries 2' network ri t y S € t t In g S b u t a I SO ac t Iva t €S t h €
will then connect to the networKk.
This computer is connected to a network. Windows will automatically apply the correct
network settings based on the network’s location.
H k . . .
‘_-.Wt!h:aollr::\itgfn“g{e’rsnnlh:snel(lr.[z;tka!re:lycu;hifo’r'\gar;c:yom:reccgm:‘elhem, P a r t 4 0 f t h | S d 0 C U me n t Wl I I d | S C U S E
IS 15 3 trustes ome network. Don't choose this 'or pubhic places such as .
coffesshops os itpors for secure hotspot operation.
{ k
l}‘» uwaltl)::er::r:’:i:u on this network are at your workplace, and you recognize
.? them, this is a trusted work network. Don't choose this for public places such as
coffee shops or airports.
F==¢ Public network
I you don't recognize all the computers on the network (for exsmple, you're in
s coffee shop or airport, or you have mobile broadband), this is s public
network and s not trusted,
Treat all future networks that [ connect to as public, and don't ack me again.
Help me choosze
Cancel |
SAFE WI FI COMPART NG
By Bill, W6O0OAV
Part 4 discusses and illustrates coRfiogperagi Wnndaws oXKPofc
pertains to configuringi W§wnsgtoevems XPTlhe heancke Wimi ght want to
contained in the introduction to this document.
Preparing ForFiHOGQpseproatt i Vdin
For secure hotspot operation, the user must disable file s
net works, other than the home nkitwRr&f ilconltiastned i n the st
The st atFionmuss tWibe enabled in order to disable the above m
these procedures in a safe phattepotsulchic atsi ann. hlofmet loes @ nprao
hotspot, verify-Fihef$8rbdobythédeWhotspot oper at-pir, Vidreinf, y ¢
hasnét conneertied Itfo ianyhaWi, and it is not that of thri .hots

Then move-htod sponon ocation and disable the above mentioned
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The figures s
ent ways to a
I

hieve the following configurations. | f eysaiurg cor
a "dart-Fi Wapp

hown below are for an XP configuration setefor t
c
ication, your screens wil/l be a bit different

Di sabling File Sharing options.

prmy * Windows Firewall |
% Windows Security Center (9= &
Generdl | Exceptions = Advanced

@ Security Center

Help protect your PC

windows Firewe! is helping to protect your PC
@' R 2 Security essentials ‘Windows Frewal helps protect youl computes by preventing unsthorzed users
esources A = b v ¢
4 Security Center hels you manage your Windows sacurky settings, To help protect your computer, from gaining access to your computer theough the Internet or & network.
ure the t curky essentials are marked ON, IF the settings are not ON, follow the

* Got the latest security and vrus ommendations, aturn Lo the Security Center later, open Cortrol Parel
Infoemation from Microsoft What's new in Windows to help protect my computer?

@ (% On (recommended)

This setting blocks all outside sowces from connecting to this
computer, with the exception of those selected on the Exceplions tab.

* Check for the latest updates from
Windows Update a Firewall © ON

* Get support for securky-related
Issues

«

& Automatic Updates OON = | .
« Gat help about Security Center Q P I Don't allow exceptions
* Change the way Security Canter u Virus Protection OO0N ¢ Select this when you connect to public networks in less secute
alerts me

focations, such as akports. You wil not be notified when Windows
Firewal blocks programs. Selections on the Exceptions tab wil be
Manage security settings for: ignored,

€ intemet options (@B Windows Firewall @ © Off (not recommended)

Avoid using this settng Tuning off Windows Frewall may make this
“ Automatic Updates computer more vulnerable to viuses and intruders.

2

Cancel

Step 1. Bring up the Security Center by <clicking fAStarto, i Se
I

Security Center click AWindows Firewal 0.
Step 2. Click on Exceptions tab.
= Windows Firewall
| Genesal | Evcepbions | Advanced

‘Windows Firewall is blocking incommng network connections, except for the

programs and services selected below. Adding exceptions alows some programs

to work better but might increase your securily risk.

Programs and Services:

| Name »

4 Network Diagnastics foe Windows XP

| B Remote Assistance

[J Remote Desktop

M SightSpeed

| M Skype

M Skype Estras Manager

M Soluto Console

M Soluto Service

M Soluto Tray

| FASAh#n lIndate Sandme b

I Add Program... ] 1 Add Port.. J [ Edt... l

Display a notification when Windows Frewal blocks a program

What are the tisks of allowing exceptions?
Step 3
Untick AFile and printer sharingo. Click AOKO and close all w
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Di sabl rHogc Adonnecti ons
Turn on theFistaThemdédpewWiorm the steps shown bel ow:

Step 1. CFickcbheiWithe System Tray.

Step 2. Click AView Wireless Networkso.

Step 3. | f ydu haorte piort ,a cWieck to see if your station is <co
you verified earlier with the hotspot operator. I f not, ir
connected in this exBmpPedfiTe Qgiest tosehecWiany net wor k (f
AChange Advanced Settingso.

Step 4. Click the fAWireless Networkso tab and tFhie Frloifcikl etsh
stored in the station. Note that the network fAHamradi o0 i s
are configured for manual connect s.
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